Phu luc

Thong tin 16 hong bio mat
(Kém theo Céng véin s6 M/BTT?TCA TTT ngaydd-/ € /2021
cua Bo Thong tin va Truyén thong)

1. Théng tin 16 hong bio mat (CVE-2021-1675)

- M ta: Lo hong ton tai trong Windows Print Spooler, cho phép déi tugng tén
cong leo thang dac quyén chi véi quyén ngudi ding thap.

- Piém CVSS: 7.8 (cao)

- Anh huéng: héu hét cac phién ban hé didu hanh Windows. Théng tin chi tiét
cac phién ban tham khao tai: https:/msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2021-1675

2. Huwéng din khic phuc

Bién phap t6t nhit dé khic phuc 16 hong bao mat nay la cap nhat ban va.
Do trong thoi diém hién tai, Microsoft chua c6 théng tin vé céc bién phap giam
thiéu thay thé.

2.1. Biang ma cdp nhdt can tai cho tieng phién bin hé diéu hanh
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2.2. Huéng dan kiém tra lich sir cdp nhdt

Phuong phap 1: Kiém tra lich st cap nhat trén may chu

- Windows Server 2012:

Truy cap Windows Update > View update history > Kiém tra ma ban cap
nhat da ding v6i ma phién ban can cip nhét tai mue 2.1.
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= % {5 » Control Panel + System and Security » Windaws Update » View vpdate Fistory

Trutlesoot probilonns with intsling update

Mama
§«ma~; Update for Whndows (RE45717131

- Windows Server 2016 tro 1én/ Windows 10:
Truy cap Setting > Update & Security > Update history > Kiém tra ma
ban cap nhat da dung véi ma phién ban can cap nhat tai muc 2.1.
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& Home Update status

1§l Updates are available.
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» Update for Windows Defender Antivirus antimatware platform - KB4052623 (Version 4,18.2001.10).

1
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Install now
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‘D Recovery
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Phuong phap 2: Str dung CommandLine

- Cach thtrc truy cap CommandLine:

+ Vao thanh cong cu Start > Run > g emd.exe va chon OK

+ Vao thanh cong cu Start > G6 emd tai 6 tim kiém va &n ENTER
Su dung I€nh systeminfo | findstr KB(ma kb tai muc 2.1)

- Vidu: systeminfo | findstr KB5003681

+ V6i nhitng may chu da update s& hién thong tin:

bmy oo _. ~ Command Prompt

Microsoft Windows [Uersion 6.3.96081
i(c> 2813 Microsoft Corporation. All rights reserved.

indstr KB588368
[1431: KB5803681

+ V61 nhiig may cht chua update, s& khong hién ra thong tin:

BN Command Prompt — a

2.3. Huéng dan thye hién cip nhit ban va
2.3.1. D6i véi hé thong khéng 6 mdy chii WSUS
- Budce 1: Kiém tra OS, version hé diéu hanh dang str dung:

Cach 1: Chon thanh Start > G winver > Enter dé kiém tra:
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This PC > Properties)
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Kiém tra muc: Windows Specifications
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- Budce 2: Download ban va tai
https://www.catalog.update.microsoft.com/Home.aspx
Tai 6 Search nhap ma kb phu hop dya vao bang trén muc 2.1
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Microsoft Update Catalog - Profile 1 - Microsoft Edge

(]  https://www.catalog.update.microsoft.com

{:.juk ng’.’"{f

{KB5003681)

Download Updates

- Budc 4: Cai dat ban cap nhat da tai lén tung may

A A S e o

0 Windows Update Standalone Installer

Do you want to install the following Windows software
update?

{Security Update for Windows (KB5003681) |

i' Yes ‘ No M_I

W ”:QWS Updat&ﬁs"ah' "'oﬂe fnsialler o

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems
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The updates are being installed

Installation status:
Initializing installation.... | Al

- Buéc 5: Khoi dong lai may chu sau khi tién hanh cai dit ban cap nhat.
2.3.2. D6i véi hé thong sir dung WSUS

- Budc 1: Véi céc hé thong sir dung may chit WSUS dé quan trj céc ban cap nhat
tap trung, nhap ma kb pht hop dua vao bang trén mue 2.1.
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Search

Updates Computers

Search the title, description, Knowledge Base article number, or the Microsoft
Security Response Center number of all updates.

Text: lsoeaem ] B B N, B _ -y

Update Title

ased Systems

- Buéc 2: Chon Approve va chon group hé diéu hanh phu hop vai ban update
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Search %

Search the title, description, Knowledge Base article number, or the Microsoft
Security Response Center number of all updates.

Close !

. Update Title ]
2020-08 'securiiy On!'y (g e
Revision History
Status Report
Approve Updates X

B To approve an update, select the group from this list of groups, click the arrow, and choose the type
S84 of approval,

Computer Group - Approval Deadline

Install 6/16/2021 3:00 AM

i Unassigned Computers Install (inherited)  6/16/2021 3:00 AM (inherited)
Install (inherited) 6/16/2021 3:00 AM (inherited)
Install (inherited) 6/16/2021 3:00 AM (inherited)

6/16/2021 3:00 AM (inherited)

i | Windows Server 2012

DC-2012

LU

" 1116/2021 3:00 AM (inherited)
16/2021 3:00 AM (inherited)
Not Approved Ctrl+N
Deadline
Same as Parent Chri+P
Apply to Chiidren CrlsC

- Budc 3: Cai dat ban cap nhat va khoi dong lai may chu.
2.3.3. Kiém tra lai ban cai dat trén may chu
Cac bude thuc hién tuong tu & mue 2.2.

2.4. P6i v6i nhirng hé thong chwa cip nhat duge DC
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- Budc 1: Vao may chu DC, chon Start > Nhap services.msc > Enter

I

1 Services |
T e
Apps
®  Windows Server Update Services 2
#  Component Services >
»  Microsoft Azure Services ?
Analysis Services Deployment N
Wizarg 18
= Active Directory Sites and Services b
Settings
L5 Use online services with Narrator >
) Do not allow Microsoft to use your N
voice to improve speech services
Search the web
A2 service - See web rasuits »

/O Qervice. ;

- Budc 2: Tai muc Services, tim dén muc Print Spooler > chudt phai chon
Properties
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Print Spooler l‘ﬁame =

‘. Performance Counter DLL ...
Stop the service i Perfermance Logs & Alerts
Restart the service

" Plug and Play

. Portable Device Enumerator...

Description:

This service spocls print jobs and

handles interaction with the printer,

If you turn off this service, you won't .

be able to print or see vour printers, e Problem Reports and Soluti...
“, Remote Access Auto Conne..,

'~ Remote Access Connection.,..

Remote Desktop Configurat..,
‘w Remote Desktop Services

" Remote Desktop Services U..,
m Remote Procedure Call (RPC)
£, Remote Procedure Call (RP...

£/ Remote Registry

4 Resultant Set of Policy Provi...
‘.l Routing and Remote Access

ff:g} RPC Endpoint Mapper

% Secondary Logon

,3; 5ecure Socket Tunneling Pr...

Description  Status
Enables rem...
Perfermanc...
Enablesac.. Running
Enforces gr..  Running

This service ...
Creates a co...
Manages di...

Remote Des,.. Running
Allows user..  Running
Allews ther.. Running
The RPCSS...  Running
In Windows...

Enables rem...

Provides a n...

Offers routi...

Resclves RP... Running
Enables star..  Running
Prowvides su...

Startup Type
Manual
Manual
Manual

Manual (Trig...

Automatic

Manual
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Disabled
Manual
Disabled
Automatic
Manual
Manual

Hewee e o e

Log 4
Loci
Lec
Loc
Loc

Loc
Loc!
Loc|
Loc

Loci

Loc| |

- Bu6c 3: Chon Startup Type: Disable; Services Status: Stop
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General | Log On | Recovery | Dependencies |

Service name:  Spooler .
Display name: Print Spocler i

Description: This service spools print jobs and handles interaction ~
e |L«\filh2he|:na'inter. if you tum off this sm'iceywwm‘t,‘vl

Path to executable:
CNWindows\System32*spoolsv exe

g T S e

Service status:  Stopped

| st ' [ Pawse | | Fomme |
You can specify the gaé‘ﬁm;éé}élha apply when you start the service

from here.

Start parameters: | —I ;

| e (]|

- Bude 4: Chon OK dé hoan thanh thiét 1ap.

Nguon tham khio:

https://msrc.microsoft.com/ update-guide/en-US/vulnerability/CVE-2021-1 675

https://twitter.com/ fOrgetting /status/1405] 19285802897410




